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Conqress of the Tnited States
Washingten, DL 20513

June 26, 2026

Rodney S. Scon
Commissioner
Customs and Border Protection

1300 Pennsylvania Avenue, N.W.
Washington, D.C. 20229

Dear Commissioner Scott:

We write with concern that Chinesc-origin drone hardware is entering the United States through a supply chain
obfuscation scheme that exploits a gap in the current unmanned aircraft system (UAS) import enforcement framework.

Public U.S. customs data documents a clear example of this pawwemn.' On March 25, 2025, Fujian Cereals, Oils &
Foodstuffs Impont & Export Group Corporation, a provincial state-owned enterprise (SOE) of the Fujian Provinee
Government with a trade identity confined to agricultural and textile products, shipped 4,849 kilograms of cargo classified
as “unmanned aircraft” (HTS 8306) to Ontime International Trading LLC, a California importer with no public UAS
industry affiliation. A Chinese state-owned food enterprise has no legitimate reason to be shipping nearly five tons of
drone hardware through a domestic shell-like irading company into a U.S. agricultural drone dealer network. The
transaction has the hallmarks of deliberate supply chain obfuscation: mismatched shipper identaty, an intermediate
domestic importer with no UAS nexus, and a commercial destination traceable to a known drone distribution ecosystem.

The use of supply-chain obfuscation 1o introduce Chinese-origin drone hardware into U.S. commerce is precisely the type
of risk Congress and successive administrations have worked together to address over the past decade. For instance,
Section 301 1anils on Chinese UAS imponts date to the first Trump Administration, and the American Security Drone Act
was enacted under President Biden. The current Adminisiration has gone further issuing an Executive Order on
Unleashi Drone I , directing the Burcau of Industry and Security to issue new rules addressing
Chinese SOE involvement in the UAS supply chain, and cstablishing the DOJ Trade Fraud Task Force to prosecute
customs evasion. That sustained, interbranch reflects broad, bip 1| on the imp of
securing 1 -5, drone supply chain.

That framework was buili not only to protect domestic indusiry and reduce supply chain dependence on China, but also 1o
adddress a deeper national sccurity threat. CISA and the FBI have wamed that Chinese law compels privale companies to
cooperate with state imelligence services, and firmware updates pushed to connected drones can introduce unknown data

i i ypabilitics without the user’s awareness. This includes the risk of backdoors in Chinese drone
hardware capable of enabling data exfiltration, meaning GPS modules or Mlight controllers sourced through opaque
channels could serve as remote kil switches or surveillance conduits, with embedded vulnerabilities designed to be
activated after deployment.” A border enforcement gap that permits Chinese-origin drone hardware to enter U.S.

without ingful scrutiny undermines not only tani il enforcement bt also the broader national security

objectives those restrictions were to enforce.
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Member of Congress Member of Congress
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Congressman for All Alaska Member of Congress
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A Closer Look at the Yelabuga UAV Factory
March 9, 2026, by Joseph S. Bermudez Jr., Victor Cha, and Jennifer Jun

Yelabuga Special Econcmic Zone
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